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CourseContentforAWSCloud Training 

 

 
AmazonWebServices-Essentials 

 
CourseObjectives: 

 

 

 RecognizeterminologyandconceptsastheyrelatetotheAWSplatform 

 
 NavigatetheAWSManagementConsoleUnderstandthesecuritymeasuresAWSprovides 

 
 DifferentiateAWSStorageoptionsandcreateanAmazonSimpleStorageService(S3)bucket 

 

 RecognizeAWSComputeandNetworkingoptionsanduseAmazonElasticComputeCloud(E

C2)and Amazon Elastic BlockStorage(EBS) 

 
 IdentifyDeploymentandManagementoptions 

 
 LoadbalanceandAuto-ScalewithEC2 

 
 UseEC2APIs 

 
 DebugAWSEC2instance 
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WhyChooseApponixforAWSCloudTraining? 
 
 

 

 ApponixhasexcellentqualifiedAWSTrainers

 100%studentsatisfactionrate,wewillcontinuethatinfuture.

 5000+satisfiedstudentsoveralltillnow.

 ExcellentLabfacilityforAWSTraining

 Therearenohard& fastrulesfortimings.

 Allourtrainersaremin7+yearsofAWScloudexperience.
 

 

1:IntroductiontoAWS 

 NavigatetheAWSManagementConsole 

 RecogniseAWSGlobalInfrastructure 

 DescribethesecuritymeasuresAWSprovides 

 CreateanAmazonEC2instance 

 RemotelyconnectingtoanEC2instance 

 SettingupAmazonLinuxandApachewebserver 

 BrowsingAmazonMachineImages(AMI) 

 Specifyingsecuritygroupsandkeypairs 

 Creatingnewimagesoffofrunninginstances 

 

2:AWS Storage 

 IdentifykeyAWSstorageoptions 

 DescribeAmazon EBS 

 UseAmazonEBSwithAmazonEC2 

 WorkingwithVolumesandsnapshots 

 Transmittingdatain/outoftheAmazoncloud 

3:InstallingSoftwareinyourAmazonInstance 

 ImplementingaWebserverinanAmazonLinux/WindowsInstance 

 ConfigurethefirewalltoaccessaWebserver 

4:SecurityinPublicCloud 
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 SecurityissuesinPublicCloud 

 SecuringtheAccess:CreatingaRSAPublic/PrivateKeyforVMs 

 Creatingasoftwarefirewall 

 Configuringfirewallrules 

 SecuringtheaccesswithanElasticIPs 

 ManaginguserswithIdentityAccessManagement(IAM) 

5:Alternateaccess 

 UsingEC2CommandLineAPIs[fromWindows/Linuxmachines] 

6:Load-balancingwithEC2andAutoScaling 

 CreatingandusingLoadBalancers 

 Distributingincomingtrafficwithelasticloadbalancing 

 DynamicallyaddingandremovinginstanceswithAutoScaling 

7:CloudWatchtobeseenalongwithAutoScaling 

 OverviewofMonitoringandSettingAlarms 

 VisualisingutilizationmetricswithCloudWatch 

 Settingalarmstosendandreceivenotifications 

8:SimpleNotificationServices[tobeseenalongwithAutoScaling 

 UsingSNStosendNotifications 

9:AmazonS3 Basics 

 CreatingBuckets 

 CreatingFolders 

 UploadingObjects 

 MakingObjectsPublic 

 CreatingBuckets 

 SecuringBucket/Objectaccess 

 ConfiguringaBucketasStaticWebPage 

 ControllingLifeCycleofaBucket 

 AccessingAmazonBucketsfromWindows/Linuxdesktops/Servers 

10:VirtualPrivateCloud 

 CreateaVPC[VPCwithaSinglePublicSubnet] 

 CreateandattachanInternetgateway 
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 CreateanAmazonVPCsubnet 

 SetuproutingintheVPC 

 Setupasecuritygrouptocontroltheinboundandoutboundtraffic 

 Launchaninstanceintothesubnet 

 VPCconsoletoallocateanElasticIPaddressandassignittotheinstance 

 AmazonEC2consoletoterminateyourinstanceandtheAmazonVPCconsoleto delete 
your VPC 

11:AWS-RDS 

 OverviewofAWSRDS 

 LaunchingaMySQLDatabaseinRDS 

 CreatingBackups/SnapshotsandReadOnlyDBs 

 ConnectingtoRDS-DBusinglocalDB-Clients 

 TerminatingaDBinstance 

12:AWS-IAM 

 CreatingGroupsandDefiningaccesspolicy 

 CreatingUsers 

 LogintoAWSaccountusingnewusers 

13:InstallingSoftwareinyourAmazonInstance 

 ImplementingaWebserverinanAmazonLinux/WindowsInstance 

 ConfigurethefirewalltoaccessaWebserver 

14:AWS-CloudFormation 

 IntroductiontoCloudFormation 

 LaunchinginstancesinEC2usingTemplates 

15:AWS-CloudFront 

 ConceptsofAWS-CloudFront 

 HostaWebsitewithCloudFront 

16:AWS-Route53 

 CreatingaFailoversetupforLoadBalancersrunningindifferentAWSregions[users need 
to have a registeredDomain] 

 HealthCheckaprivatewebsite 
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17 :AWS-CloudTrial 

 UsingCloudTrialtotrailtheAPICalls 

18 :HostingApplicationswithElasticBeanstalk 

 ImprovingapplicationdeliverywithPlatformasaService(PaaS) 

 DeployingscalableapplicationsontheAWScloud 

 Selectingandlaunchinganapplicationenvironment(sampleapplicationinPHPand 
MySQL) 

19 :DynamoDB 

 OverviewofAWSDynamoDB 

 DynamoDBTablesandNamingConventions 

 DataTypesinDynamoDB 

 DynamoDBCapacityUnits 

 ConfiguringAlarms 

 TackingBackupandRestore 

20 :LambdaFunction 

 OverviewofAWSLambda 

 CreatingaLambdaFunctionwithNode.js 

 LambdaPricing&UploadingCode 

 ConnectingLambdaFunctionstoAPIGatewayEndpoints 

 AccessingLambdaLogs 

 GettingStartedwithBodyMappingTemplates 

21 :APIGateway 

 OverviewofAPIGateway 

 CreateaRESTAPI 

 CreateResource 

 CreateHTTPMethods 

 DeployAPI 

 IntegratingwithLambdafunction 
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22 :SimpleQueueService 

 OverviewofSQS 

 CreateStandardqueue 

 CreateFIFOqueue 

 WithTimerorDelaytoaStandardqueue 

 

23 EnduserComputing,OrganizationsetupandResourceSharingwith 
(SSO) 

 Directoryservices(LaunchingAwsmanagedAD) 

 SSOintegrationwithADusers 

 WorkEmail 

 Workdocks 

 Workspaces 

 AwsmanagementSSOlogin 

24 :AWSSystemManager 

 Runcommand 

 ContentDe-duplication 

 Deletethequeue 

25 :Compute 

 2and3tierwebarchitecturerunninginEC2(windowsandLinux) 

 MultipleChildapplicationRunninginEC2(windowsandLinux) 

 Lightsailimplementation 

 ECSandECRlaunchingDockerimages 

 UnderstandingoflaunchingOnDemandInstances,Reserved,spot,DedicatedHosts 
andDedicated Instance 

26 :AWS-AutomationwithPythonBoto3module 

 CompleteInDepthunderstandingandimplantationAWS-AutomationbyusingBoto3 
Module 

 LaunchingEC2andEntireVPCcreationbyusingPythoncode. 

 CreationS3Bucketsbywritingpythonboto3module 

 CreatingIAMusersandRolesandPolicesbyusingPythonboto3module 
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27 :Security,IdentityandComplianceManagement 

 SecuringthewebapplicationbyusingtheWAF 

 AWSInspector 

 AWS securityManager(SSL/TLSCertificates) 

 AWSShield 

 AWSArtifact 

 AWSKeyManagementService 

 Compliance 

 Patch Manager 

28 :AWSCostManagement 

 AWSCostExplorer 

 AWSBudgets 

 AWSMarketplaceSubscriptions 
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